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Top Stories 

• Mazda issued recalls June 5 for about 538,000 vehicles due to ongoing issues with airbag 
inflators made by the Takata Corporation that could cause them to inflate prematurely or 
detonate. - Associated Press (See item 1) 

• Takata Corporation officials and the U.S. National Highway Traffic Safety Administration 
reported that at least 400,000 of the 4 million replacement inflators for defective Takata 
airbags will need to be replaced again due to defective propellant wafers. - Reuters (See 
item 4) 

• The U.S. Securities and Exchange Commission charged the Computer Sciences 
Corporation with manipulating financial results and concealing problems regarding a 
multi -billion dollar contract. - U.S. Securities and Exchange Commission (See item 5) 

• U.S. officials announced June 4 that at least 4 million current and former government 
employees’ information had been compromised in a breach of the U.S. Office of Personnel 
Management. - New York Times (See item 20) 
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Energy Sector 



Nothing to report 
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Chemical Industry Sector 

Nothing to report 



[ Return to top ] 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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Critical Manufacturing Sector 

1. June 5, Associated Press - (National) Mazda adds 540,000 vehicles to Takata air 
bag recall. Mazda issued recalls June 5 for about 503,000 model year 2003 - 2008 
Mazda 6, 2006 - 2007 MazdaSpeed6, 2004 - 2008 RX-8 vehicles, and 35,000 model 
year 2004 - 2006 B-Series pickup trucks due to ongoing issues with driver and 
passenger side air bag inflators made by the Takata Corporation that could cause them 
to prematurely inflate or explode. 

Source: http://abcnews.go.com/Business/wireStory/mazda-adds-540000-vehicles- 
takata-air-bag-recall-3 1548880 

2. June 5, WISH 8 Indianapolis - (Indiana) Building near IMS catches fire 3 times in 
hours. Seventy firefighters from 4 departments extinguished a fire at Leed Thermal 
Processing Inc., in Indianapolis June 5, after it re ki ndled 3 times overnight. No injuries 
were reported and the fire caused an estimated $515,000 in damages. 

Source: http://wishtv.com/2015/06/04/crews-working-hazmat-fire-near-ims/ 

3. June 4, U.S. Consumer Product Safety Commission - (National) Cree recalls LED T8 
lamps due to burn hazard. Cree issued a recall June 4 for about 700,000 LED T8 
lamps due to burn hazards posed by electrical arcing and overheating. The product was 
sold nationwide at The Home Depot and to lighting customers through electrical 
distributors from 2014-2015. 

Source: http://www.cpsc.gov/en/Recalls/2015/Cree-Recalls-LED- 
Lamps/?utm source=feedly&utm medium=rss&utm campaign=Recalls+RSS 

4. June 4, Reuters - (National) Takata, U.S. regulator can’t say how many cars may 
have faulty air bags. Takata Corporation officials and the U.S. National Highway 
Traffic Safety Administration reported that at least 400,000 of the 4 million 
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replacement inflators for defective Takata air bags will need to be replaced again due to 
a defective propellant wafer. 

Source: http://www.reuters.com/article/2015/06/05/autos-takata-replacements- 
idUSLlN0YQ2K420150605 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

5. June 5, U.S. Securities and Exchange Commission - (International) SEC charges CSC 
and former executives with accounting fraud. The U.S. Securities and Exchange 
Commission charged the Computer Sciences Corporation (CSC) and eight former 
executives June 5 with manipulating financial results and concealing problems 
regarding its multi-billion dollar contract with the United Kingdom’s National Health 
Service. CSC agreed to pay $190 million to settle the charges, and 5 of 8 executives 
charged agreed to settlements. 

Source: http://www. sec. gov/news/pressrelease/20 15-111 .html 

6. June 4, Chicago Sun-Times - (Illinois) Florida residents arrested in Aurora with 
over 700 fake credit and gift cards. Kane County authorities arrested 6 Florida 
residents in Aurora, Illinois June 1 after traffic stops led to the discovery of over 700 
fake credit and gift cards in their hotel rooms and vehicles. 

Source: http://www.mvfoxchicago.com/story/29243881/florida-residents-arrested-in- 
aurora-with-over-700-fake-credit-and-gift-cards 

7. June 4, Richmond Times-Dispatch - (Virginia) Virginia Credit Union finds evidence 
of skimming at third ATM. Virginia Credit Union officials reported June 4 the 
discovery of a third debit-card skimming device on an ATM at its Chester, Virginia 
branch, bringing the total number of replacement cards being issued to 2,800. ATM 
skimmers were previously discovered at its Southpark and Glenside branches, and the 
bank said it disrupted another skimming attempt at its Hanover branch. 

Source: http://www.richmond.com/business/local/article 64fed68c-c9e3-5577-96e9- 
794ff46c3d99.html 



For another story, see item 22 
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Transportation Systems Sector 

8. June 5, Associated Press - (Pennsylvania) Small jet makes emergency landing in 
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Philadelphia after its nose gear malfunctions. A small Hawker 4000 jet made an 
emergency landing June 4 with its nose gear still up in Philadelphia after the pilot 
realized the plane’s landing gear was malfunctioning. Crews doused the plane in fire- 
resistant foam as a precaution, and departing flights were delayed for up to an hour 
following the emergency landing. 

Source: http://www.startribune.com/small-iet-makes-emergency-landing-after-gear- 
malfunctions/306250491/ 



9. June 5, WITN 31 Greenville - (North Carolina) Wreck closes busy interstate in 
Wilson County. Interstate 95 Southbound near Rocky Mount on mile marker 1 12 in 
North Carolina was closed for approximately 2 hours June 5 while crews cleared the 
scene of a car crash. 

Source: http://www.witn.com/home/headlines/Wreck-closes-Interstate-306246121.html 

10. June 5, San Antonio Express-News - (Texas) 18-wheeler carrying watermelons 
overturns, causes highway closure near downtown. Interchanges connecting 
Interstate 35 to Interstate 10 Westbound in San Antonio were closed for several hours 
June 5 after a semi-truck hauling watermelon overturned. There were no injuries 
reported. 

Source: http://www.mvsanantonio.com/news/local/article/18-wheeler-carrying- 
watermelons-overturns-causes-6308852.php 

1 1 . June 5, Palm Beach Post - (Florida) Woman runs into traffic, dies on 1-95 in 
Jupiter. Interstate 95 Southbound in Jupiter was closed for about 2 hours June 4 after a 
woman was struck and killed after she got out of a car and ran into traffic following a 
disagreement. 

Source: http://www.palmbeachpost.com/news/news/traffic/report-crash-blocks-all- 
lanes-of-southbound-i-95-a/nmWTP/ 



12. June 4, U.S. Department of Labor - (Kansas) GBW Railcar Services faces OSHA 
violations and fines after blast injures 7 workers, 2 severely in Cummings, Kansas. 

The Occupational Safety and Health Administration identified 1 1 serious safety 
violations and proposed penalties totaling $46,900 after an investigation of a December 
2014 incident where gas vapors exploded in a rail car and injured 7 workers, revealed 
that workers were exposed to fire and explosion hazards by not eliminating potential 
ignition sources from areas where flammable vapors and materials could be present, 
and did not use electrical equipment rated for hazardous locations. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=28095 

13. June 4, Associated Press - (Maryland) Yellow means slow: paint spill snarls 1-68 in 
western Md. Westbound lanes of Interstate 68 in western Maryland were closed for 12 
hours and 1 lane will remain closed during daylight hours for several days June 4 while 
crews clean-up 6,500 gallons of paint that spilled onto the roadway when the semi- 
truck carrying barrels of the paint overturned. 
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Source: http://www.timesunion.com/news/article/6-50Q-gallon-paint-spill-slows-down- 
I-68-in-6306590.php 
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Food and Agriculture Sector 

14. June 5, Associated Press - (National) Quincy Street recalling about 49,000 pounds 
of pork sausage products; no reports of illness. The U S. Department of 
Agriculture’s Food Safety and Inspection Service announced June 4 that Quincy Street 
Inc., of Holland, Michigan is recalling approximately 49,000 pounds of its pork 
sausage products after routine testing showed possible foreign material contamination. 
The products were produced April 22 - 23 and shipped to institutions nationwide. 
Source: http://www.clickondetroit.com/consumer/recalls/quincy-street-recalling-about- 
49000-pounds-of-pork-sausage-products-no-reports-of-illness/33414854 

15. June 4, Food Safety News - (North Carolina; South Carolina; Virginia) Ground elk 
meat recalled for potential E. Coli 0157:H7 contamination. Denver’s Frontiere 
Natural Meats LLC is recalling 1,640 pounds of ground elk meat after routine testing 
detected 2 of 4 packages contained E.coli 0157:H7 bacteria. The product was 
distributed in North Carolina, South Carolina, and Virginia. 

Source: http://www.foodsafetvnews.com/2015/06/ground-elk-meat-recalled-for-e-coli- 
ol57h7-contamination/#.VXHDZs9VhBc 
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Water and Wastewater Systems Sector 

16. June 5, KITV 4 Honolulu - (Hawaii) Kailua main break leaves Lanikai without 
water. Board of Water Supply crews installed a bypass hose that will partially restore 
water service to residents in Lanikai after a 12-inch water main break in Kailua June 4 
affected service and prompted crews to work overnight to make repairs. 

Source: http://www.kitv.com/news/kailua-water-main-affecting-lanikai/33410224 
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Healthcare and Public Health Sector 

17. June 5, Reuters - (Maryland) US NIH drug facility suspended after contamination 
found. The National Institutes of Health Clinical Center suspended operations of its 
Pharmaceutical Development Section in Bethesda, Maryland June 4 after an 
investigation by the U.S. Food and Drug Administration revealed operational failures, 
including inadequate employee training and quality control which resulted in fungal 
contaminations of two vials of albumin, a drug used in clinical trials. Vials made from 
the same batch were administered to six patients, who are being monitored for signs of 
illness. 

Source: http://www.foxnews.com/health/2015/06/05/us-nih-drug-facilitv-suspended- 
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after-contamination-found/ 



18. June 4, Tampa Bay Times - (Florida) Palm Harbor oncologist accused of deceiving 
patients, Medicare with unapproved cancer drugs. An indictment unsealed June 4 
revealed that an employee of East Lake Oncology in Tampa, Florida was charged April 
28 with 12 counts of health care fraud and 9 counts of receiving misbranded drugs in 
interstate commerce for allegedly administering $700,000 worth of discounted foreign 
drugs unapproved by the U.S. Food and Drug Administration without the knowledge of 
patients, and for billing Medicare for higher-priced U.S. versions. 

Source: http://www.tampabav.com/news/courts/criminal/pahn-harbor-oncologist- 
accused-of-deceiving-patients-medicare-with/2232349 
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Government Facilities Sector 

19. June 4, West Chester Daily Local News - (Pennsylvania) Coatesville students, others 
treated for injuries sustained in school bus accident. More than a dozen people, 
including 10 students from South Brandywine Middle School, were taken to 
Brandywine Hospital for minor injuries after a school bus collided with a semi-truck 
June 4. 

Source: http://www.dailylocal.com/general-news/20150604/updated-coatesville- 
students-others-treated-for-injuries-sustained-in-school-bus-accident 

20. June 4, New York Times - (National) Hacking linked to China exposes millions of 
U.S. workers. U.S. officials announced June 4 that at least four million current and 
former government employees had been affected after data from the U.S. Office of 
Personnel Management, which handles government security clearances and Federal 
employee records, had been compromised. The breach was first detected in April and 
appeared to target Social Security numbers and other personal identifying information. 
Source: http://www.nytimes.com/2015/06/05/us/breach-in-a-federal-computer-svstem- 
exposes-personnel-data.html 
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Emergency Services Sector 

21. June 4, EMSl.com - (California) Man crashes stolen ambulance into fire hydrant. 
California Police reported a former CARE Ambulance Service employee is suspected 
of allegedly driving while intoxicated after stealing an ambulance and crashing it into a 
tree and fire hydrant June 4. The former employee sustained minor injuries in the 
accident. 

Source: http://www.emsl.com/califomia/articles/2182428-Man-crashes-stolen- 
ambulance-into-fire-hydrant/ 
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Information Technology Sector 



22. June 5, Softpedia - (International) Zeus banking trojan variant goes completely 
undetected. A security researcher from PricewaterhouseCoopers discovered that a new 
variant of the Zeus banking trojan delivered via the Neutrino exploit kit (EK) is 
completely undetectable by most antivirus products, and that encoded data in the EK 
indicates that the trojan is part of a new malicious campaign. 

Source: http://news.softpedia.com/news/Zeus-Banking-Troian-Variant-Goes- 
Completely-Undetected-483474.shtml 

23. June 4, Threatpost - (International) Adware-laden Skype botnet disrupted. Security 
researchers from PhishMe and Amazon Web Services dismantled a Microsoft Skype- 
driven botnet that circulated adware via calls from attackers that prompted users to 
install infected executable files. 

Source: https://threatpost.com/adware-laden-skype-botnet-disrupted/113164 
For another story, see item 20 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 



24. June 4, Livingston County Daily Press & Argus - (Michigan) Widespread Comcast 
outage reported. Comcast customers in Howell, Michigan, experienced an Internet, 
phone and cable service outage for approximately 4 hours June 4 after a truck hit and 
cut fiber wires. 

Source: http://www.livingstondailv.com/story/news/local/cornmunitv/livingston- 
countv/2015/06/04/widespread-comcast-outage-reported/28478293/ 
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Commercial Facilities Sector 

25. June 5, Jersey Journal - (New Jersey ) Bayonne serial burglar who stole $85K in 
goods nabbed, police say. Bayonne Police arrested and charged a man June 5 for 1 1 
counts of burglary and theft, 1 count of attempted burglary, and 1 count of receiving 
stolen property that amounted to approximately $85,000 in stolen jewelry and 
electronics. 

Source: http://www.nj.com/iiournal- 

news/index.ssf/2015/06/bayonne serial burglar who sto.html 
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26. June 5, KTVB 7 Boise - (Idaho) Fire consumes multiple businesses in Idaho City. 
Five businesses along a shopping strip in Idaho City were destroyed by a June 5 fire 
that began at Calamity Jaynes Cafe and spread to surrounding businesses. Multiple fire 
crews contained the fire and no injuries were reported. 

Source: http://www.ktvb.com/story/news/local/2015/06/05/idaho-citv-main-street- 
fire/28526653/ 

27. June 4, KLFY 10 Lafayette - (Louisiana) Arrest made after office fire at Himbola 
Apartments. Following a three-month investigation, Lafayette Fire Department 
arrested a man June 4 on arson charges after he allegedly set fire to Himbola 
Apartments in an office unit. An investigation is ongoing to determine if others were 
involved. 

Source: http://klfv.com/2015/06/04/arrest-made-after-office-fire-at-himbola- 
apartments/ 

28. June 4, WPMT 43 York - (Pennsylvania) Three businesses lost in 2 alarm fire in 
Hummelstown. A two-alarm fire in Hummelstown, Pennsylvania destroyed three 
businesses including A&C Coin and Card Shop, M&S Auto Center, and a professional 
baseball bat shop June 4. Firefighters remained on site for multiple hours to contain the 
incident, and the cause of the fire is under investigation. 

Source: http://fox43.com/2015/06/04/three-businesses-lost-in-2-alarm-fire-in- 
hummelstown/ 



[ Return to top ] 



Dams Sector 

29. June 5, KSLA 12 Shreveport - (Louisiana) Levee concerns prompt Garland City 
evacuation. Miller County emergency management officials ordered a mandatory 
evacuation for about 250 residents in Garland City June 4 while crews worked to shore 
up a levee weakened by a “sand boil” that is causing the earthen embankment to 
weaken. Officials report that the levee has not yet failed, and that the evacuation was 
initiated out of precaution. 

Source: http://www.wmcactionnews5.com/story/29245176/mandatorv-evacuation- 
ordered-for-garland-city-ar 

[ Return to top i 



- 8 - 




NTAS 

A^viwfT 

NO ACTIVE ALERTS 
www.DHS.gov/alerts 



Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 



About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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